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Abstract High-quality images are prevalent on social media, presenting opportu-
nities for covert communication through image steganography. However, platforms
often recompress images to save on bandwidth and storage, corrupting hidden data.
This paper proposes a novel robust steganography method for high fidelity JPEG
images. The technique meticulously selects discrete cosine transform (DCT) coef-
ficients and uses an adaptive embedding algorithm that minimally modifies those
coefficients to encode secret messages. For the test cases examined, the proposed
approach demonstrates the ability to reliably recover hidden information with 96%
accuracy even after recompression from quality 95 to 70, significantly outperforming
prior arts. Themethod also provides goodness in imperceptibility and statistical unde-
tectability across evaluated payload sizes. The results on benchmark datasets indicate
potential of the proposed method for practical steganography applications.
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1 Introduction

With the proliferation of multimedia, communication through images on social
networking platforms (SNPs) has become a common practice. On average, studies
indicate that over 14 billion images are collectively shared on various SNPs every
day [1]. This presents both opportunities and challenges for covert communica-
tion through images. Steganography, the science of hiding secret information within
digital medias like images, video, and audio, has attracted significant research
attention in recent times [2, 3]. With images being prevalent, steganography offers
covert communication through images. A secret message can be covertly transmitted
through an insecure public channel without raising suspicions. This has diverse use
cases spanning defence, intelligence agencies, cybercrime, secure communication,
e-office, and copyright protection. As communication is happening over insecure
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channel, imperceptibility and undetectability become crucial. The generated stego
image must be invisible to any visual detection and resistant to steganalysis tools that
expose hidden data. Along with undetectability, reliability is another key require-
ment—the hidden data should survive impairments posed by post-processing like
recompression and other channel effects during transmission. This is termed as robust
image steganography.

The Joint Photographic Experts Group (JPEG) format is widely adopted over
internet for image storage, owing to its efficient compression capabilities. Commonly
used SNPs like Facebook, WhatsApp, LinkedIn, etc., often recompress the uploaded
images with lower quality factors to save server storage and bandwidth. This recom-
pression poses a significant challenge in achieving robust steganography. Therefore,
designing steganographymethods that are robust to JPEG recompression has become
an active area of research.Whilemost of the research in robust steganography concen-
trates onUpwardRobustness (UR) [4–7], DownwardRobustness (DR) [8] tends to be
overlooked and requires more attention. This emphasis is crucial, especially consid-
ering that the recompression performed by SNPs falls under DR scenario. This paper
introduces a novel robust JPEG steganography scheme tailored for DR scenario. The
following sections review existing literature and its limitations, outline the proposed
algorithm, describe experimental procedures, and present performance evaluations.
Through this investigation, we aim to contribute to the field of robust steganography
and advance the understanding of its potential applications in information security
and privacy.

2 Related Work

With the proliferation of JPEG images, significant research efforts have focused on
advancing steganographic techniques tailored for the JPEG format. JPEG steganog-
raphy embeds secret messages by modifying the DCT coefficients in frequency
domain. While traditional spatial domain approaches like LSB manipulation-based
[9–11] can be adapted to the DCT domain, they are susceptible to statistical steganal-
ysis attacks. Consequently, more sophisticated adaptive techniques were developed
that dynamically adjust embedding based on image characteristics to evade detec-
tion. A major advancement in JPEG steganography came with the introduction of
syndrome trellis codes (STCs) [12]. STCs utilize binary linear convolutional codes
represented by a parity-check matrix to provide near-optimal embedding efficiency
while minimizing distortion. This led to a popular framework involving the joint
design of an STC-based embedding scheme and a distortion function. The distortion
function calculates the cost of modifying each DCT coefficient to guide embed-
ding. Many distortion functions have been proposed in literature [13–15], with
UNIWARD [16] and UERD [17] being particularly effective and popular. These
schemes balance the imperceptibility and payload constraint well while exhibiting
resistance against steganalysis. However, a key limitation is that these algorithms
assume the stego image will reach the receiver undistorted. This assumption fails
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when sharing images over SNPs, recompression applied to uploaded images poten-
tially corrupts any hidden data. To address this limitation, robust steganography
algorithms have been developed.

Most existing DCT-modification-based robust steganography techniques are
designed for UR scenario, where the cover image has lower quality factor than
the recompressed image [4–7]. However, a common real-world use case is over-
looked—users sharing high-quality digital photographs that get recompressed at
lower quality by SNPs. This DR scenario presents distinct challenges that existing
methods struggle to handle effectively. The literature reviewed underlines a research
gap in current techniques, and to show this, we employ two well-known existing
techniques- sign steganography (SS) [5] and dither modulation adaptive steganog-
raphy (DMAS) [4], for comparative analysis. This work seeks to bridge this gap by
proposing a novel robust steganography scheme for high-quality JPEG images shared
on social networking platforms. Aiming to withstand the impending recompression
at lower quality settings. The following sections presents the proposed methodology
and comprehensive experimentation and evaluation.

3 Proposed Work

This section outlines proposed method for robust image steganography aimed at
bolstering robustness against JPEG recompression. The approach involves two key
steps: selection of robust cover elements and content-adaptive embedding.

3.1 Selection of Robust Cover Elements

A critical aspect of the proposed algorithm is the careful selection of cover elements.
Through analysis of image characteristics and quantization tables, patterns and rela-
tionships are uncovered that guided in identifying robust cover locations �. Based
on this, a selection criterion is employed represented by the binary function as

Ψ =
{
1 if mod

(
Q(2),Q(1)

) = 0 and mod
(
Q(2)

Q(1) , 2
)
= 1

0 otherwise
(1)

This function uses cover quantization table Q(1) and prior knowledge of channel
quantization table Q(2) to identify optimal locations for embedding. It produces a
binary 8 × 8 locations matrix, indicating robust DCT coefficients for embedding in
each 8 × 8 DCT block. As the selection is solely based on quantization tables, it
needs to be performed only once, and the matrix can be reused for all DCT blocks,
reducing computational overhead. Notably, the knowledge of these selected locations
is required later during extraction of hidden message.
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3.2 Adaptive Embedding Algorithm

The embedding algorithm encodes the secret message bits into the selected DCT
coefficients of cover image with minimal modifications. Represented as a binary
string, the secret messagem consists of randomly generated 0 s and 1 s. Algorithm 1,
presented as pseudocode, outlines the proposedContentAdaptiveRobust Embedding
(CARE) algorithm. Utilizing a content-adaptive approach, CARE embeds the secret
messagewithin the judiciously selectedDCTcoefficients specified by� . It calculates
embedding offsets ζi, and adjusts coefficients based on the secret message content.

The resulting modified coefficients (d
∧C

) produce a robust stego image (S).

At the receiver’s end, the concealed message is retrieved by examining the parity
of quantized DCT coefficients at specified locations�. Even parity denotes a hidden
message of 0, while odd parity signifies a hidden message of 1. Subsequent sections
evaluate the proposed method’s performance through extensive experimentation and
analysis.
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4 Experimental Setup and Performance Metrics

For experiments, benchmark BOSSbase 1.01 image dataset [18] is used, containing
10,000 PGM images of size 512 × 512 pixels. 100 cover images are randomly
selected and converted to JPEG format with quality factor (QF) 95, simulating high
fidelity images typically shared on SNPs. Stego images are generated by embedding
secret message using the proposed algorithm for varying payloads from 1 to 10
percent (P1-P10) of total non-zero AC DCT coefficients (nzAC). Existing schemes,
DMAS [4] and SS [5] are used for comparison. To emulate JPEG recompression by
SNPs, a MATLAB script is used to recompress stego images with quality factors
ranging from 70 to 85 with step of 5. All experiments are performed on MATLAB
platform, running on an i7 Intel Core processor with 8 GB RAM and results are
averaged over 100 selected images.

To test goodness of the proposed scheme, robustness, undetectability, and imper-
ceptibility are used as comparative performance metrics. Robustness measures the
integrity of extracted message recovered from recompressed stego images and the
embedded message. It is quantified as message extraction error rate (MER), given as

MER = number of incorreclty extracted bits

length of embedded msg
× 100 (2)

Undetectability refers to the difficulty of distinguishing stego images from cover
images using statistical analysismethods. To evaluate undetectability of the proposed
method, an ensemble classifier [19] is employed in combination with DCTR [20]
steganalyzer. The classification error rate (CER) between cover and stego images is
calculated using Eq. (3) as

CER = EFP + EFN

2
(3)

Here, EFP is the false positive error (misclassifying cover as stego image) and EFN is
the false negative error (mis-detecting a stego as cover). A higher CER is desirable
as it implies stronger undetectability.

Imperceptibility is the ability of hiding data that is perceptually indistinguish-
able to human vision. Two well-known metrics PSNR and SSIM are used to test
imperceptibility of the proposed work.
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5 Performance Evaluation and Discussion

5.1 Robustness Evaluation

The proposed method demonstrates superior robustness against message extraction
error rates compared to DMAS and SS steganography schemes, as shown in Fig. 1a–
d. Particularly, in Fig. 1d, depicting the MER when the stego image (QF 95) is
recompressed to QF 70, the proposed scheme maintains a low error rate of 3.4% for
P1 and stabilizing at 3.2% for P10. In contrast, DMAS exhibits elevated error rates,
with an overall MER ranging from 48 to 50% for payloads P1-P10. The SS scheme
demonstrates MER fluctuations between 10 and 21% across payloads. These trends
persist across other tested scenarios also. Clearly, even as payload size increases the
proposed method consistently maintains low error rates, demonstrating its efficiency
in handling varying data capacities without significant performance degradation.
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Fig. 1 Robustness evaluation of proposed algorithm for different tested scenarios
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5.2 Undetectability Evaluation

The proposed method demonstrates strong statistical undetectability, clearly
surpassingDMASandSS schemes as payload size increases.As illustrated inFig. 2a–
d, the proposed approach sustains high classification error rates (CER) from P1 to
P10. In QF 95–85 case (Fig. 2a), the proposedmethod achieves a CER of 0.615 at P1,
slightly decreasing to 0.404 at P10. In contrast, GMAS CER drops from 0.455 at P1
to 0.23 at P10, while SS exhibits 0.683 to 0.22 CER. Similar trends are observed for
other tested scenarios underscoring the proposed method’s undetectability against
steganalysis.Notably, the proposedmethodmaintains highundetectability even as the
payload increases, showcasing its adaptability and capability to be used in practical
cases.
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Fig. 2 Undetectability evaluation of proposed work for different tested scenarios
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5.3 Imperceptibility Evaluation

The proposed method demonstrates higher imperceptibility across varying payloads.
PSNR values, outlined in Table 1, attest to themethod’s consistent high performance.
The proposed scheme maintains PSNR values, ranging from 66.8 dB at P1 payload
to 57.5 dB at P10, surpassing the values exhibited by both DMAS (61.3 dB at P1
to 56.6 dB at P10) and SS (58.7 dB at P1 to 46.6 dB at P10) methods. Notably, the
proposed algorithm achieves SSIM values of 0.9999 at P1 and 0.9993 at P10, outper-
forming both comparative schemes. This underscores proposed method’s ability to
embed confidential data with minimal discernible alterations to the cover image.

6 Conclusion

This paper introduces a novel robust JPEG steganography technique tailored for
high fidelity images typically shared on social networking platforms. By strategi-
cally selecting robust coefficients and using content-adaptive embedding secure data
concealment is ensured. Extensive experiments showcase proposed method’s supe-
riority in terms of robustness, imperceptibility, and undetectability. The technique
maintains reliable message extraction, stronger undetectability, and high impercep-
tibility, validating its efficacy for practical steganography applications. Future work
will focus on increasing payload capacity, improving resilience against advanced
steganalyzers, and broadening evaluations with diverse datasets to better mimic
real-world social media scenarios.
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